Apx.Bp.0302/121
17.03.2023 roguHa

Bps ocHoBa Ha uneH 73 op 3aKkoHOT 3a BplIEHE Ha CMETKOBOACTBEHM paboTtu, WHCTUTYTOT Ha
CMEeTKOBOAMUTENN 1N OBNacTeHn cmeTkosoautTenun Ha Penybnvka MakepoHuja (Cnyx6eH BecHuk 6poj 173
oA 01.08.2022 ropauHa), Ha aeH 17.03.2023 roguHa o6jasysa ornac 0302/121

MokaHa 3a yyecTBO Ha OTBOpPEH NOBMK 3a HabaBKa Ha ycnyru 3a
uspabotka Ha copTBepCKO pelleHue 3a perucrpaumja, usdop 1 gara
aHanusa

NHdopmauum 3a noBUKOT

MocTanka: OTBOpeH noBuK 6p. 0302/121

Tun Ha gorosop: foroBop 3a HabaBKka copTBEPCKO pelueHue

HabaByBay NHCTUTYT Ha CMETKOBOAMUTENN U OBNACTEHU CMeTKoBOAMUTENN Ha PM
Appeca: Kej 13 T HoemBpw, Kyna 2/8 (rnaBHa anpekunja Ha I'TL,)

lpag: Ckonje

MowTeHcku 6poj: 1000

[pxasa: PCM

TenedoH 1 nnue 3a KoHTakT: 02 3200030

EneKkTpoHCKa agpeca: isos@isos.com.mk

TexHonoruja Ha nspaboTka:
Cepsepcka ctpaHa: Javascript (Nest.JS)

KnueHTtcka ctpana: Javascript (React JS)

TexHn4ku nHopmaumu 3a cepepoT U 3a 6esbegHocTa kou Tpeba fa ce ncnonHar:

1. AnnukauujaTte e notpebHo fa buae sawTuteHa co Firewall koj ke sawTuTy o Hanaan Ha
nucraTa BO BpEMETO Ha rnacame.

2. latabasarta na buae eHkpUnTUpaHa 1 Aa He MoXe Aa ce npoduTaaTt MHdopmaumuTe
[OKOIKY Ce Hema Knyd 3a npucran go nogarouute. KnyvoT aa 6uae gocraneH camo Jo
HapayaTenoT Ha coPTBEPOT U N3BEAYBaYOoT Aa HEMa npucTan 4o UCTUOT.

3. PewweHveTo aa 6uge xoctnpaHo Ha Cloud, no MmoxxHocT Ha AWS.

4. Annukauujata aa 6uae xoctTupaHa Ha BUpTyenHa mawvHa Ha AWS nocraeeHa BO npusaTHa
Mpexa 3a ja He MOXe Aa ce NpucTanu of HagBop oA MpexaTa.




Annukauujata aa buge n3noxeHa jaBHo (Ha UHTepHeT) npeky Load Balancer koj ke 0BO3MOXu
ronem 6poj Ha rmacadu ga rnacaat Bo UcTo Bpeme (6pojka op makcumym 6000 KOHKYPEHTHM
rnacama).

5. CepsepoT ga 6uae nanoxen npeky Cloud Front CDN 3a gononHutenHa 3awTtuta og DDoS
Hanap,

6. Ha CDN-oT na 6uae noctaBeHo npasunio 3a reonokauumcka sawtuta npu LWTo annukauujata
ke Gune poctanHa camo o IP agpecn og MakefoHuja n uctata Hema aa Moxe fa ce
npuctanysa Hagsop oa MakegoHuja.

7. Bo 6asaTa Ha nogaToum Aa He MOCTOM 3anmc Koj ke ro NoBp3yBa NMLETO LUTO rraca co
oabpaHnoT kaHamMAaT. 3a cekoe nuvue Aa uma nHdopmaLja gany e ocTBapeHo NpaBoTo Ha
rnac, 3a fja ce OHeBO3MOXW AYNII0 rnacake of eAeH rrnacad.

8. PesynTtaTuTe oA rnacaweTo Aa 6Gugat npukaxkaHn Bo peanHo BpemMe 1 ga nMa MOXHOCT
uctute aa ce npessemart Bo [P cdopmar.

9. 48 yaca no 3aBplLlyBak-€ Ha rmacakbeTo, annMKaquaTa na éupe cTonunpaHa u TpowouunTe 3a
XOCTupame Ha obnak ga buaaTt LenocHo uaraceHu.

10. flata 6asaTa ga cogpxu log ce WTO e HanpaBeHO o4 NOYETOK A0 Kpa.

Copp)XuHa Ha NoHyaaTa
MoHypaTta Tpeba Aa rv cogpku cnegHuBe NPUNosu:

e UMHbOPMALMM 33 NOHYAYBAYOT
e  dUHaAHCUCKa NoHyAa
e W3jaBa (AHeKc 1),

OcHosu 3a ucknyvyearbe: Kako den 00 noHydama, noHydysadyume mpeba da docmasam
nomnuwaHa Usjasa (AHekc 1) nod noaHa mamepujanHa U KpueuvyHa 002080PHOCM, KAKO
JdoKa3 deKa He ce HaoZaam 80 HUMY edHa 00 cumyayuume 3a UCKAyYyeare 00 nocmankama
3a HabaskKa.

YcnoBu 3a y4ecTBO Ha NOBUK

1. Npuxoaun Hap 3 M espa BO nocnegHUTe 2 roguHn (rO4ULLHO).

2. [lo6asyBayoT Aa uma Hag 50 BpaboTeHu (TEXHUYKK nuua)

3. NCO 27001 ceptuchukar 3a 6esbegHoct

4. MapTHep 3a Cloud nposajaepoT (Amazon Web Services)

5. PedbepeHua Ha npoekTu co cnuyeH kapaktep (6poj Ha nobapyeana Ao cepsepoT (Hag 6000
BO efieH Yac) u paboTta co nu4yHu nogartouu (emaun, UM agpeca).

6. PedbepeHua Ha NpoekTn co roriemo HUBO Ha 3awTtuTta (GDRP)

7. MeHuua kako cpefcTBo 3a puHaHcucko o6esbenyBare Ha 4OroBOpPOT.



HauuH n POK Ha nogHecyBakb€e Ha NOHyAaTa

MoHypata co ypefHO MOMNOAHETM U MOTMMULLAHW NPWIO3M Of, CTPaHa Ha MOAHOCUTENOT ce
[l0CTaByBa NpPEKy eNeKTPOHCKa NOoLWTa Ha cnefHaBa ajpeca: isos@isos.com.mk , CO Ha3HaKa

»IOHyZa 3a codpBepCKO peleHune — (Uume Ha noHydysa4)”.

KpajHuoT poK 3a gocraBa Ha noHyaaTa e Ao (24.03.2023), netok, Ao 12 yacor.

MHCTMTYTOT Ha CMeTKoBoAuUTenn
n oBnacTteHn cMeTkosoauTenun




AHEKC 1: U3JABA

MocTtanka: OTBOopeH noBuK 6p. 0302/121
Tun Ha porosop: [loroeop 3a Habaska Ha codTBEpCcKO pelueHne

U3JABA

Jac, <ume u npe3ume Ha oennacmeHomo nuye Ha NoHydysa4om, pyKyuja, Ha3ue Ha NoHydysayom
(¢pusuuro / npasHo Auye)>, nop nonHa MaTepujanHa U KPMBMYHA OArOBOPHOCT NOTBPAYBaM AeKa
He NocTojaT NPUYMHU 33 MO UCK/TYUYBatbe / UCKYUYBaHE HA MPABHOTO SIULE .cvcveuveererrerereirenesenene
0/, nocTankaTa 3a HabaBKa Op. ....cce veveeeernneens 00jaBEHA O, ...ccvveerrvrrerrnenens

HabaByBauoT ro uck/iyuyBa og, nocrankara 3a HabaBKa NOHyAyBayoT - NPaBHOTO NULLE:
® Ha KOj My € U3peyeHa NPaBOCU/IHA CyACKa NpPecyaa 3a CTOPEHO KPUBMYHO AEeN0 Koe nma

€nemeHTn o4 cnegHuBe KPUBUYHU Aena yTBpAEeHU BO KpMBM‘-IHMOT 3aKOHMK:

YYECTBO BO 3/10CTOPHUYKO 34pYKyBatbe,
Kopynumja,
3aTajyBarbe AaHOUM U NpUaoHecH,

TEpopM3amM UM KasHEHW Aena NoBP3aHN CO TEPOPUCTUYKU aKTUBHOCTY,
neperbe Napu U puHaHcMparbe Tepopusam u

3noynoTtpeba Ha AETCKMOT TPyA U TProBuja co nyre;

® KOj MMa HennaTeHu AaHouW, NPUAOHECU WU APYrU jaBHWU L4aBauvyku, OCBEH ako My e

0£106peHo 0A10eHO NNaKare Ha JaHoUMUTe, NPUAOHECUTE UNKU APYrUTE jaBHU JaBauku

BO COrNTAaCHOCT CO nocebHuTe nponnucn n nctuTe pegoBHO rm nnaRa;

® KOj € BO MocTanka Ha cTeyaj uan Bo NocTanka Ha IMKBUAaUmja;

® Ha KOj My e n3peyeHa cnopegHa KasHa NpuMBpPemMeHa Uu TpajHa 3abpaHa 3a BpLUEHE Ha

e oAjesiHa AejHOCT,;

® Ha KOj My e M3peyeHa nNpekpLIOYHA caHKuMja 3abpaHa 3a Bpwere npodecuja, AejHOCT

WK JOMKHOCT, OAHOCHO NpMBPEMeHa 3abpaHa 3a BpLIEHe oaeNHa AejHOCT,

® KOj 4aBa NaXKHM NOAATOLM UK He T focTaByBa nogaTtouuTte wro ri 6apa HabasyBayor.




Co notnuwwysare Ha OBaa U3jaBa, NOTBPAYBaM AeKa <HA3UB HA MOHYOy8a4yom - PAsHO AUYe He
Cym/ He e BO HUTY efiHa 04 ropeHaBeeHuTe CUTYaLMn.

Wme 1 npesume/HasnB Ha NOHyAYBayYoOT UK
Ha OBNIACTEHOTO NULLE Ha NOHYAYBaYOoT:

MoTnuc n neyaT (MU eNEeKTPOHCKM NOTNUC):

daTtym:




