
Apx.Ep.0302/121
17.03.2023 roAuHa

Bps ocxoaa Ha qneH 73 oR 3axoxor sa Bpuelbe Ha cMerKoBo4crBeHu pa6oru, l4xcruryror ra
cMerKoBoAt4renI h oBnacreHu cMerKoBoAr4ren]4 Ha Peny6nuxa Mare4oxuja (Cnyx6ex BecHuK 6poj 173
og 01,08,2022 rognna), Ha AeH 17.03.2023 roAt4Ha o6jaeyea ornac 03021121

lloxana 3a yqecrBo Ha orBopeH noBlrx 3a Ha6aBKa Ha ycnyrh 3a
H3pa6orKa Ha co$rBepcKo peuJeHhe 3a perhcrpaquja, r36op n Aara

AHATH3A

hnSopmaqh[ 3a noB],rxor
llocranxa : Oreopex noBltx 6p, O3O2l L2L
Trn xa AoroBop: floroaop Ea xa6aaxa co$raepcxo peuJeHre

Ha6aayaau lAacrnryt Ha cMerKoBo4nrenn h oBnacreHh cMerKoBoAnrenr na PM

A4peca: Kej 13 rr Hoemapu, Kyna 218 (rnaaaa 4rapexqraja xa l-T[)
l-pa4: Cxonje

llor.urexcxr 6poj: 1000

,{pxaaa: PCM

TeneQox n nn\e 3a KoHraKr: 02 3200030
Eaexrponcxa a4peca: isos@isos.com.mk

Texnonornja na rspa6orra:

Cepaepcra crpaHa: Javascript (Nest.JS)

Knuenrcra crpaHa: Javascript (React JS)

Texnrqxn rn$opuaqnn 3a cepBepor 14 ea 6es6eAHocra Kon rpe6a Aa ce hcnorHar:

1 . Annnraqrjare e norpe6Ho Aa 6nqe oauJTnreHa co Firewall xoj ke sauJTr4Tkl oA HanaAil Ha

ncTaTa Bo BpeMeTo Ha macalbe.

2. flata6asara Aa 6nge enxpunn4paHa n Aa He Moxe Aa ce npoqnraar nn$opnaaqnnre
AoKonKy ce HeMa Knyq 3a npncran Ao noAaroLlnre. Knyuor4a 6n4e AocraneH caMo Ao
Hapaqarenor xa co$rBepor 14 r43BeAyBaqor Aa HeMa nphcran Ao [crr4or.

3. PeureHnero Aa 6n4e xocrnpaHo Ha Cloud, no MoxHocr na AWS.

4, Annrxaqnjata 4a 6nge xocrnpaHa Ha BrpryenHa MaurilHa na AWS nocraBeHa Bo npnBarHa
Mpexa 3a Aa He Moxe Aa ce nprcTanh oA HaABop oA MpexaTa.



Annnxaqnjara Aa 6uge nsnoxena jaeno (na ranrepner) npery Load Balancer roj ke oaosuroxr4
roneM 6poj na rnacaqu Aa rnacaar Bo r4cro BpeMe (6pojxa oA MaKcuMynlt 6000 KoHKypeHTHr4

rnacaxra).

5. Cepaepor 4a 6nge h3noxeH npeKy Cloud Front CDN 3a AononHrrenHa sauJrilra oR DDoS
Hana.q.

6. Ha CDN-or 4a 6n4e nocraBeHo npaBr4no 3a reofloKallncKa 3auJThra npu uJTo annuxaqnjara
(e 6n,qe AocranHa caMo oA lP agpecra og Mare4onnja n Acrara HeMa Aa Moxe Aa ce
npucranyBa HaABop og Maregonuja.

7. Bo 6aoara Ha noAarollu Aa He nocror4 sanhc xoj r(e ro noBp3yBa nhqero uJTo rnaca co
o46pannor KaHAhAar. 3a ceroe nr4qe Aa ranra ran$oprr,taqraja Aann e ocrBapeHo npaBoro Ha
rnac, sa Aa ce oHeBo3Moxr4 Aynno rflacabe oA eAeH macaq.

8. Pesynrar[Te oA rnacarbero ga 6nnar npnKaxaH]4 Bo peanHo BpeMe u Aa nua MoxHocr
r4cr[Te Aa ce npeB3eMar ao l-lflO Sopnaar.

9. 48 qaca no saBpuJyBabe Ha rnacaHrero, anfluKaqrjara,qa 6raAe cronrpaHa r rpouJoqhre 3a
xocTnpaHre na o6nar Aa6np;at qenocHo n3raceHt4.

10. lara 6aeata iqa coApxr/r log ce uJTo e HanpaBeHo oA noqeroK go rpaj.

Co4pxrxa Ha noHygara

llony4ara rpe6a Aa rh coApxr,r creAHhBe nphno3h:

. nnOoprua\nn 3a noHyAyBaqor

. @nnanchcKa noHyAa

. l4ejaea (Anexc 1),

Ocnoeu sd ucnnwyea,be: Roxo den od nonydamo, nonydyeoqume mpe6a do docmaeam
nomnuwdHo l4ejoaa (Anexc 7) nod nonHd nomepujanHd u Kpueuqxa odeoeopHocm, KqKo
doxae dexa ne ce xaodaam eo Humy edna od cumyoquume sa ucKnyqyearbe od nocmanKomd
aa na6aexo,

Ycnoer 3a yqecrBo Ha noBlrK

l.Ilpuxogn naA 3 M eapa Bo nocneAHnre2roAnau (ro4uuno).
2. lo6aayaaqorAa rMa HaA 50 apa6orenn (rexnuvru nrqa)
3. 14CO 27001ceprnfinrar sa 6es6eAHocr
4. llaprnep sa Cloud npoaaj4epor (Amazon Web Services)
5. Pe$epeHlla Ha npoerru co cruqeH Kaparrep (6poj na no6apyaarua Ao cepBepor (naA 6000
Bo eAeH qac) n pa6ora co rilLrHl4 noAaroqu (enaann, 14fl a.qpeca).
6. Pe$epeHqa Ha npoeKrr co roreMo Hr4Bo Ha 3auJrnra (GDRP)
7. Mennqa KaKo cpeAcrao aa QnnaHcilcKo o6es6eAyaabe Ha AoroBopor.



Haqrx h pox Ha nogHecyBalbe Ha noHygara

llony4ara co ypeAHo nonorHerh r nornhuaHr nph.no3h oA crpaHa Ha noAHochreror ce

AocraByBa npexy eneKTpoHcKa noura Ha cneAHaBa aApeca: isos@isos.com.mk , co Ha3HaKa

,,flony4a 3a coQBepcKo peueHh e - (ume Ho noHydyooLt)" ,

Kpaixror pox sa aocraea xa noxvAara e ao (24.03.2023), nerox,.qo 12 qacor.
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AHEKC 1: H3JABA

f'locranxa: Oraopex noBhx 6p, O302/t2t
Tlrn ua AoroBop: floroeop sa xaSasxa Ha co$reepcKo peueHxe

143JABA

tac, <uMe u npesuMe Ha oenocmeHomo /,ut4e na nonydy*aqom, $yxtqujo, Ho3u6 na nonydyeqqom
(Qusuuxo / npaaHo nuLle)>, nognonHa nnareprjann a A RpnBnqHa oAroBopHocr norBpAyBaM AeKa
ne nocrojar npnqntu 3a Moe hcKnyqyBalbe / ncxnyuyBalbe Ha npaBHoro nhqe ..,.......

oA nocranKara 3a Ha6aexa 6p. ......... o6jaaexa oA.............

Ha6aeyaauor ro hcKryqyBa oA nocranxara ga xa6aaxa noHygyBaqor - npaBHoro lt{qe:
. Ha xoj nny e h3peqeHa npaBochnHa cyAcKa npecyAa 3a cropeHo KphBl4r{Ho Aeno Koe hMa

ereMeHTh oA cne4HhBe KprBhqHh Aena yrBpAeHil Bo Kpnanuxror 3aKoH14K:

. yqecTBo Bo 3nocTopHhqKo 34pyxyBahbe,

. xopynqrja,

. earajyaalbe AaHoqn A npn4otect,

' Tepopl43aM nnn Ka3HeHn Aena noBp3aHh co Tepopr4cThr{Kn aKThBHocTl4,

. nepelbe napu n $ranancrpabe repopr43aM h

. 3roynorpe6a Ha AercKhor rpyA r rproerja co ayfe;
. xoj hMa HenrareHh AaHoLlh, nphAoHecn Ann Apyrh jaanr AaBaqKh, ocBeH aKo My e

o4o6peHo opoxeHo nna(aree Ha AaHoqrre, nphAoHe cure Anu Apyrhre jaanra AaBaqKh

Bo cor.nacHocr co noce6nrre nponhcr n ncrnre peAoBHo ru nnaka;

. xoj e Bo nocranKa Ha creqaj nnu ao nocranKa na nnxangaqnja;

. Ha xoj tvtye h3peqeHa cnopeAHa Ka3Ha nphBpeMeHannnrpajxa aa6paxa 3a BpueFbe Ha

. oAAerHa 4ejnocr;

. Ha xoj ruy e h3peqeHa npeKpuotrHa canxqrja aa6paxa 3a Bpuelbe npoQeoaja, 4ejnocr

nnn Aonx\Hocr, oAHocHo nphBpeMexa ea6pana 3a Bpuelbe oAAenHa 4ejHocr;
. Koi AaBa /lax(Hh noAaroqh Ann He rh AocraByBa noAaroqr4Te uro rn 6apa na6aeyaavor.



Co nornru:yBarue Ha oBaa rsjaea, norBpAyBaM AeKa <Hctsue ua nouydysoqom - npoeHo nul4e
cyrvr/ ne e Bo Hr4ry eAHa oA ropeHaBeAeHhre cvryagt.

Vlnte n npearanne/na3hB Ha noHyAyBaqor vnvl

Ha oBnacTeHoTo n14qe Ha noHyAyBaqoT:

flornrc r neqar (nnu enexrpoHcKh nornrc):

,Qarynn:


